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CYBERSECURITY AND HEALTH CARE

According to the U.S. Department of Health & Human Services Office of Civil Rights, during the first
six months of 2015 more than 94 million individuals were subject to security breaches at health care
organizations. This is an increase of more than 80 million individuals in 2014." The average cost of
a data breach in health care is $2.1 million.2 A study by Ponemon Institute concluded that the value
of an individual’s health care record is between $50 and $70 mainly because the information does
not grow stale and may be used over the victim’s lifetime.® The type of health care information that is
valuable to cyber criminals includes prescriptions, treatments and social security numbers.

Securing health care information is an important process for health
care organizations and should commence with conducting a risk
assessment to confirm that policies and procedures are in place to
detect attempts at a breach. This process provides the organization
with the assurance that it has the appropriate and effective
response mechanisms in place. The organization should also use an
independent third-party review as a check and balance to mitigate
the impact of a breach and to have an established plan, policies and
procedures to deal with an incident if and when it occurs.

Provider organizations and insurers are working toward implementing
technologies to detect unusual transactions in order to contain the
damage and appoint someone to have the exclusive authority to
implement the procedures and deploy resources to address a
breach. This person should be responsible for coordinating the
response, determining the damage, containing the damage and
addressing public relations issues. The provider should be careful
to scrutinize the policies and procedures relating to cybersecurity

measures by their vendors by invoking third-party reviews as well.

Encryption of data, restriction on access to data and proper levels of training of employees are
essential to ensuring the proper levels of cybersecurity.
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Communication between the upper level management and the security professionals is critical to the
success in combating this newest level of challenges for providers. Risks may be further reduced by
making certain that the policies and procedures in place are at a minimum compliant with national
standards, and the provider should explore insurance coverage as another option in protecting the
organizations’ financial viability in the event of a breach.*
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Pannone Lopes Devereaux & O'Gara LLC is a full service law firm that provides legal services in multiple practice areas including administrative law, business and corporate law, health care law, municipal law, nonprofit
law, employment law, estate planning, probate and trust litigation, criminal defense, civil litigation, government relations and strategies, real estate development and commercial lending and special masterships. Our attorneys

are cross-trained in several disciplines and work in collaborative teams to quickly identify the core issues in any legal matter and prescribe the right strategy from concept through resolution in the most responsive and
cost-effective manner. For more information about our firm and our attorneys, please visit www.pldolaw.com or contact our firm.
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