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UPCOMING WEBINARS

September 24, 2020 - Not-For-Profit 
Cybersecurity and Privacy Disruptors 
During COVID-19  - RSVP

October 14, 2020 - A Hacker's 
Playground - Cybersecurity Risk in 
Uncertain Times - RSVP

October 15, 2020 - • Preparing Your 
Financial Services Institution Post 
COVID-19 / Lessons Learned and 
Actions Your Institution Can Take –
registration details coming soon

November 19, 2020 - Cybersecurity 
Disrupters in the COVID-19 Era -
Issues and Actions Asset Managers, 
Private Equity Firms, and Investment 
Management Firms Can Take - more 
details to follow

FEATURED ARTICLES

• The Identity Hack – FAQ’s

• TRAC Bits and Bytes

• Compliance Corner

• Tales from the Dark Web

• Help Wanted: Shortage of 
Cybersecurity Experts Poses 
Challenges and Risks

CITRIN.COOPERMAN.CPAs
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https://www.citrincooperman.com/events/nfp-cybersecurity-and-privacy-disruptors-in-the-covid-19-era?mkt_tok=eyJpIjoiTkdRMVpUZ3dPRGMxTkRSbSIsInQiOiJvY1pUOEVzaXNcL1dhekZqVmxXTHRrV1FzZ2txcGdpNDB2XC9LN3l0WXgydDQ0QXFOVWw0WHNGVzhIYnZNUWJXRE0zZE9RWURKWEg1THBvdFkwTVZFNTlSWktuYkxhRkZUUkdFVnlodngwWlFnWDN5anB4a3hKTlJ0TlpzeFk4OEEwIn0%3D
https://www.citrincooperman.com/events/a-hackers-playground---cybersecurity-risk-in-uncertain-times
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The Identity Hack –
FAQ’s
By Kevin Ricci, CISA, CISM, 
MCSE, CRISC, QSA 

North Korean cyber criminals are hacking 
banks around the globe to make 

fraudulent money transfers and trigger 
ATMs to eject cash. READ MORE>>

Even the seemingly benign Bluetooth capabilities 
in our devices can be used for evil if not properly 

secured. READ MORE>>

As if phishing was bad enough, the social 
engineering attack known as vishing (voice 

phishing) is on the rise. READ MORE>>

A Bad Korea 
Move 

Singing the 
Bluetooth Blues 

I Vish They Would 
Stop Calling Me 

TRAC Bits and Bytes
By Kevin Ricci, CISA, CISM, MCSE, 

CRISC, QSA 

Upon finding out that your identity has been 
compromised, it is easy to envision nightmare 
scenarios that include thieves buying extravagant 
homes under your name or draining your entire life 
savings. To help avoid these terrifying 
consequences, it is imperative that you take swift 
action immediately upon being alerted to a 
compromise. Here are some best practices to help 
lessen the damage associated with a stolen identity. 

Who should I contact after my identity has been 
stolen? 

READ MORE>>

https://www.citrincooperman.com/infocus/covid-impact-increasing-risk-for-third-party-service-providers?&1b5f3e2fa7591ef4c3680dc4a60eeaf2c2b674af&key&pnc_cache_off&pnc_cache_key=70d106e6&mkt_tok=eyJpIjoiWWpjeU5qTXpOamM0TmpNMCIsInQiOiJOeUl0aDZNTEFmXC92Y09mY0ZPdVkwVU9CSnR5TFNrSE0rNllVcVNSa1F4RTdkcVJxK056T1hGSHJJK296MFBCSGFKeW5cL01VVlBGU2RjUCtFaFBIdkpFYzZ2RURDRHY2cU5ZcjN2SjBkM2kyaG40SWVWRVNpdXdoOXBSd2VSaE83In0%3D
https://www.citrincooperman.com/infocus/the-silver-bullet-in-the-war-against-cyber-attacks?&c70b43facf7abbd66ad73822f8b924c7d9bc6dcc&key&pnc_cache_off&pnc_cache_key=70d106e6&mkt_tok=eyJpIjoiWWpjeU5qTXpOamM0TmpNMCIsInQiOiJOeUl0aDZNTEFmXC92Y09mY0ZPdVkwVU9CSnR5TFNrSE0rNllVcVNSa1F4RTdkcVJxK056T1hGSHJJK296MFBCSGFKeW5cL01VVlBGU2RjUCtFaFBIdkpFYzZ2RURDRHY2cU5ZcjN2SjBkM2kyaG40SWVWRVNpdXdoOXBSd2VSaE83In0%3D
https://www.reuters.com/article/us-cyber-usa-north-korea/north-korean-hackers-ramp-up-bank-heists-u-s-government-cyber-alert-idUSKBN25M2FU
https://cyware.com/news/yet-another-security-flaw-discovered-in-bluetooth-technology-ba765cb4
https://www.securityweek.com/evolution-phishing-welcome-vishing
https://www.citrincooperman.com/infocus/the-identity-hack-faq
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Guest Column

Help Wanted: Shortage of 
Cybersecurity Experts Poses 
Challenges and Risks 

If I was a parent of a first-year college 
student who was undecided in what 
major to declare, I’d firmly nudge him or 
her to consider going into 
nursing/healthcare studies or computer 
science/programming. Given the poor 
state of our global health and rapidly 
increasing cybersecurity risks and 
growth of artificial intelligence, both of 
these fields have limitless opportunities 
and growth potential. Indeed, a 2019 
cybersecurity workforce study by the 
International Information System 
Security Certification Consortium 
(ISC2) concluded that a “shortage in 
the global cybersecurity workforce 
continues to be a problem for 
companies in all industries and of all 
sizes.” 

In the United States, for example, there 
is a shortage of 500,000 cybersecurity 
workers. To meet this demand, the 
United States cybersecurity workforce 
would need to grow by 62% and the 
global cybersecurity workforce needs to 
expand by 145%.

This lack of qualified talent is the top 
concern among cybersecurity 
professionals. This gap exposes 
governments and businesses to 
substantial risks as threats from bad 
actors continue to grow. Although it is 
not clear why this gap has grown so 
large and quickly, there are several 
theories behind this phenomenon:  

READ MORE >>

By Brian J. Lamoureux
Pannone Lopes Deveraux & O’Gara LLC
Partner
bjl@pldolaw.com 

https://www.pldolaw.com/help-wanted-shortage-of-cybersecurity-experts-poses-challenges-and-risks/
https://www.hackingthecyberthreat.com/
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Tales From The Dark Web
Healthcare providers who are using 
telehealth in cases of good faith can now 
deliver care from anywhere, thanks to the 
COVID-19 Health and Human Services 
(HHS) Office for Civil Rights (OCR) waiver 
of potential HIPAA penalties. However, 
organizations handling protected health 
information (PHI) must still remain vigilant.  
The urgency to manage COVID-19 has 
created an environment where 
organizations are moving very quickly, 
making it very challenging for their 
personnel who are handling PHI on a daily 
basis to remain compliant.

Many organizations are not aware of 
HIPAA’s far-reaching regulatory arm.  Any 
organization that manages, transmits, or 
comes in contact with PHI is subject to its 
rules. As this data is shared, it is at risk of 
being saved in unsecure locations, such 
as, instant messaging during video 
conferencing, cloud drives, or even in 
clipboards. 

Small to mid-sized companies who have 
been collecting PHI with the best of 
intentions have been caught off guard and 
are at risk of HIPAA violations. Ensuring 
compliance always begins with the data, so 
it is critical that your clients understand the 
scope of risk, as it pertains to where all 
their PHI data is located and who has 
access to it.

Whether it be assisting with data discovery, 
data mapping, or providing HIPAA 
consulting services, our Compliance team 
is ready to help.

Compliance Corner

With Matt Wagenknecht

With Suzanne Miller, Ph.D., CHS-III, 
CISA, CISM, CRISC, QSA 

Iranian Hackers Targeting, 
Exploiting VPN Flaws of US 
Healthcare and IT Sectors

FBI and CISA are warning that Iran-
backed hackers are targeting US 
federal agencies and businesses, 
including those in healthcare and IT, 
by exploiting known vulnerabilities in 
Virtual Private Network (VPN) 
connections and external services.

Hackers with ties to Iran are 
exploiting flaws found in commonly 
used Virtual Private Networks 
(VPNs) across a range of federal 
agencies and businesses, including 
those in the healthcare and IT 
sectors, according to a joint alert 
from the Department of Homeland 
Security Cybersecurity and 
Infrastructure Agency and the FBI. 

The threat actors are primarily 
targeting industries associated with 
healthcare, insurance, government, 
information technology, financial, 
and media sectors across the 
country. Based on an analysis of 
indicators of compromise (IOCs) and 
tactics, techniques, and procedures, 
it appears the threat actors are 
connected to a hacking group known 
as Pioneer Kitten and UNC757. The 
group is actively exploiting several 
known vulnerabilities in Pulse 
Secure VPNs, Citrix NetScaler, and 
F5 network solutions.

Throughout the year, CISA and the 
FBI have repeatedly warned that 
hackers are actively targeting these 
vulnerabilities. In fact, threat actors 
have successfully exploited Pulse 
Secure VPNs using stolen 
credentials, even if the organization 
has applied the patch. 

In the latest widespread campaign, 
officials observed the threat actor 
using these vulnerabilities to gain 
access to a victim’s network and 
maintaining persistent access on 
successfully exploited networks for 
several months using a variety of 
techniques. 

.  
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Cybersecurity and Privacy 
Business Risk & Maturity 
Assessment
• SCORE Report™
• Cybersecurity & Privacy Business 

Risk/Maturity Assessment
• IT Risk Assessment

Compliance and Frameworks
• Compliance Management

 PCI, HIPAA, GDPR, NIST, GLBA, 
CMMC

• Third Party Assurance
 SSAE18 (SOC 1, 2, 3, Cybersecurity)

Incident Breach Preparedness & 
Response
• Incident Response Preparedness
• CyberSecure Incident Response & 

Forensics

IT Risk & Cybersecurity Programs
• Virtual Chief Information Security Officer 

(vCISO)
• Information Technology Policy and Procedure 

Development
• Third-Party Risk Management
• Disaster Recovery / BCP
• IT / Cybersecurity Due Diligence
• Cybersecurity Awareness Training 

Data Mapping and Other Data 
Services
• Data Mapping
• Database Creation and Other Data 

Services
• Data Analytics

IT RISK, CYBERSECURITY & PRIVACY SERVICES

Threat & Vulnerability 
Management
• External and Internal Network Attack and 

Penetration Testing
• Spear Phishing Campaign
• Physical Security Assessment
• Wireless Network Security Assessment
• Server Security Assessment
• Web Application Security Assessment
• Network Device Configuration Reviews

Internal Audit (Outsourced, Co-
Sourced, Staff Augmentation
• Operational
• IT Internal Audit
• Regulatory
• Financial
• Quality Assurance Improvement Program 

(QAIP)

Risk Management
• Enterprise Risk Management
• Operational Resilience
• Business Process / Internal Control

Third Party Assurance
• SSAE 18

 SOC 1
 SOC 2
 SOC 3

• Cyber Attest

Audit & Professional Services 
Firm Support
• External and Internal Audit Support Staff 

Augmentation
• Advisory and Consulting Staff Augmentation
• Subject Matter Specialists 

SOX 404 Compliance
• Full Outsourced
• Co-Sourced
• Staff Augmentation

Due Diligence
• Internal Control
• Information Technology
• Cybersecurity

RISK ADVISORY SERVICES
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Learn More

Learn More

https://www.citrincooperman.com/services/cybersecurity
https://www.citrincooperman.com/services/risk-advisory
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Michael Camacho, CPA, CIA
Partner

401.421.4800 x2126
mcamacho@citrincooperman.com

David Roath, CPA
Partner, TRAC Practice Leader

203.707.9788
droath@citrincooperman.com

Kevin Ricci, CISA, CISM, 
MCSE, CRISC, QSA 

Principal
401.421.4800 x2113

kricci@citrincooperman.com

TRAC LEADERSHIP

Suzanne Miller, Ph.D., CHS-III, 
CISA, CISM, CRISC, QSA

Principal
401.421.4800 x2134

smiller@citrincooperman.com

Matt Wagenknecht, CISSP, 
CREA, CEH

Director
401.421.4800 x2115

mattw@citrincooperman.com
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Samantha Kerwin, CPA, 
CGMA, MBA

Director
401.421.4800 x2173

skerwin@citrincooperman.com
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mailto:kricci@citrincooperman.com
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